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Fake Flash Update Targeting Sports Fans

By Sports-Reporter on July 6, 2019 - No Comment
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2018 - World Cup Russia
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Top 10 Super Bowl Ads by Total Views Online 53 MAFKating
As of the morning of Monday 2/4/2019 e-. Charts

_ 48,162,700 Stella Artois: "Change Up The Usual”
_ 39,779,881 Amazon: "Not Everything Makes the Cut”
_ 38,264,126 Hyundai: "The Elevator"
_ 30,231,761 Budweiser: "Wind Never Felt Better"
_ 29,827,997 Pepsi: "More Than OK"
_ 22,904,572 Doritos: "Now It's Hot"
I 2551054 Olay: "Killer Skin"
_ 21,159,689 Michelob ULTRA: "The Pure Experience”
I 20435375 Michelob ULTRA: "Robots’
_ 18,125,995 M&M's: "Bad Passengers”

Published on MarketingCharts.com in February 2019 | Data Source: AcuityAds

Community
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Total TV ad spend: $1.5B
New spend quadrupled:
$548M

® Budweiser: $33.2M
®* Amazon: $27.5 million
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Facebook, Twitter Accuse China of Fueling
Hong Kong Disinformation



Russian foreign minister: We're banned from Olympics because U.S.
‘can't beat us fairly’

By DES BIELER
THE WASHINGTON POST | FEB 12, 2018 | 10:26 AM




Adversary
Strategy

2015 Russian National Security Strategy.
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MPE3UEHTA POCCUICKON ®EIEPALIUU view:

O Crparersn manusmuasusl Gosomscusers U.S. Doctrine and Strategy are anti-Russian

Poccuiickoii ®eaepanun

B coorBercTBru ¢ denepanbHbIMA 3akoHamMH oT 28 nekabps 2010 r.
Ne 390-®3 "O GezomacHoct" u or 28 wmions 2014 r. Ne 172-@3
"O crparernuyeckoM miaHupoBaHuH B Poccmiickoii ®Peaepauun”
MOCTaHOBIAIO:



The Foundations of Geopolitics: The Geopolitical
Future of Russia

Anexcanap Ayruu

annexed by
ise "Ukraine as a
no geopolitical
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"Moscow-Tehran axis”; Iran
IS a key ally




United

2 "Afro-

* Russia | 0 Internal American activity,
encouraging all kinds ¢ d ethnic, social and racial conflicts,
actively supporting all dissident movements — extremist, racist, and
sectarian groups, thus destabilizing internal political processes in the U.S.

It would also make sense simultaneously to support isolationist tendencies
In American politics."
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|| |VOTELEAVE

| Vote Leave

Qur message Is loud and clear: Britain IS

and #Takecaniol o us tospread s Ry 1Vote Leave et § 5 :
messoe @ t's June! Time to spread #VoteLeave msg [l Study: Russian Twitter bots sent 45k Brexit tweets
b*-*wﬂlj-:' G to ppl around us, your friendssnolléaangs) close to vote

neighours. Join us on #JiveNiag!

Natasha Lomas (@riptari

= Joined April 2016
Researchers say there has been a surge in the activity of Twitter bots ahead of Britain's EU n m E n
referendum on Thursday. They found just one per cent of 300,000 Twitter accounts posting
about the referendum were responsible for a third of the activity, indicating they are
automated accounts (such as @IVotelLeave pictured)




1\) USE OF BOTS /

OW BOTS BROKE THE FCC'S PUBLIC COMMENT
SYSTEM FCC Net Neutrality Vote

Pew Research Center: >Half of
comments from duplicate or temporary
email addresses

Botsl!
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Jan 26 media reporting:
Dutch Intelligence monitored

and Canada Sports 0fficials' Secret Plot Revealed

201lk-12-13

Fancy Bear — identifying the

Greetings citizens of_=the world. wWe are Fancy

Bears'.
We keep sharing anti-doping agencies'" material with
ou. The 1leaked documents= reveal that, the U.S. and
0

building and Kremlin-tied
hackers — WHILE DNC hack

nada have conspired against the International

ympic Committee before<«wRio 201lk. They tried to
1Lf_ur‘thtler‘ thelir tpolitical interests pretending to fight wdas Underwqy!!!
® or clean sport.

Read more

Dutch intelligence reportedly spied on
Russian 'Cozy Bear' group linked to
DNC hack

i) C) U.S. Anti-Doping Agency Staff Emails I

201k-10-0k I

Best Evidence Yet: Fancy Bear is Kremlin Run

- hacked cameras and captured video



e that threaten public safety

To a state of asymmetric warfare that
includes turning open democracies against

one another through propaganda messages
and distribution platforms




High

Organized crime Ad fraud

IP theft Extortion

Bank fraud Payment system fraud

Payout potential

Bug bounty  Medical records fraud

Credential harvesting

Identity theft Credit card fraud

Hacktivism

Cyber warfare

Difficult

Effort and risk
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Look-out For Android Ad Scams

The Sports-ISAO threat hunting teams have identified a series of Ad Scams that are currently targeting viewers of Women's World Cup 2019 websites. One of
the most sophisticated we have run across we are calling StremBot. It is a fraud scheme where the threat actors promote alternative streaming video websites
that serve as malware infection vectors for Android mobile devices and Windows-based operating systems

USA W vs France W live streams
FRRREEEEE

https:/twitter.com/SkySportsTV4
Screen Shot 2019-07-07 at 10.50.18 AM.png

The United States women's national team wil play n the 2019 Women's Worid
Cup finat when & taces the Netheriands on Sunday

Who to follow

&mm
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Wimbledon Crampionshis 2019 Live




Crowd-
sourcing

“We work with a team of analysts to hunt for
C-WatCh Course potential cyber threats and share that
information with our U.S. and international
partners to reduce the potential for attacks and to

n “ = B4 increase understanding of hacker profiles and

activities”

A hands-on, pre-apprentice program, conducted online — C. Kolezynski
f W C l l and on-demand, that offers licenses and tools to
learners for training in threat intelligence, social media “Open communication made it possible for all

participants to express their thoughts without
reservations. You were made to feel valued. This
is an excellent way to train and prepare
individuals for the cybersecurity industry. The
overall experience of working with such a diverse
group as well as the challenging problems made
Now! or an enlightening and exhilarating experience.”

intelligence, analysis, and information sharing
operations, leading to a live, experiential collection, analysis and sharing operation — the Sports
Capstone.

Our 2019 program for the Woman's World Cup has started: We still have a few more seats. Apply

- The CrowdWatch network
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EXPERIENCE REQUIRED

ZDNet

Getting started with a career in
cybersecurity

Q VIDEOS SMARTCITIES WINDOWS10 CLOUD INNOVATION SECURITY TECHPRO MORE

With the onqomg and e.HJmmql\, never-ending flood of cyberattacks, companies and governments the world
over need experience s to protect, defend, and btm\e back. But how do you get into the
lucrative cybersecurity career? Damd Gewirtz has some advice,

“Cybersecurity (and IT in general) are not the same
as computer science. Traditional computer science can
be helpful, but it's not the full story.”

But there's also all the knowledge needed about how
current systems work, which computer science doesn't
necessarily prepare you for.

Hiring practice is also all over the map. Generally,
cybersecurity jobs (like this one for a U.S. Navy
Cyberwarfare engineer) require 4-year college
degiees. Many others require experience ana
industry standard certifications.

1011{]‘

Cybersecurity Postings
Requested Education Level Minimum Experience

9+ Years
Master's

m Q



http://www.navy.com/careers/information-and-technology/cyber-warfare-engineer.html

- W:ch

* SOC Operations &

(r ® Actionable intelligence

® Report Writing
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Cyber Threat
Analyst Cell
(CTAC)




1\\5 ACHIEVING THE ISAO MISSION i

THE CHASM BETWEEN CYBER POLICY ..  AND REALITY
THE GAP: A BUSINESS MODEL TO MAKE POLICY HAPPEN

Che New lork Times

U.5.

A Cyberattack Hobbles Atlanta, and Security Experts Shudder

By ALAN BLINDER and NICOLE PERLROTH MARCH 27, 2018

We are 100% volunteers.**

me  World US. Politics Economy Business Tech Markets Opinion Life&Arts RealEstate WSJ Magazine

the WHITE HOUSE AR

NATIONAL POLICY %

Share information ... in as w-Vlaket FILLS THE GAP
close to real time as possible.

Facebook Controversy: What to Know About Cambridge Analytica and
You

Facebac C

s asset the personal data of nearly two billion people

% Exscutive Onder13691 Quoted ffom a C.ommun.lty Cyber
Program in a major US city

ISAOs are Part of the Solution

CrowdWatich enables ISAO Formation
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Crowdsourced CTI
coordinators

University
coordinators

CRiand coordinators

- PPP Partner

Interns

Interns

University }
cobidinators Crowdsourced CTI
coordinators

University
coordinators
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Doug.depeppe(@cyberresilienceinstitute.or



mailto:Doug.depeppe@cyberresilienceinstitute.org
http://www.cyberresilienceinstitute.org/
http://www.sports-isao.org/
http://www.c-market.us/

