


Top Threats

Phishing (spear-phishing or whaling)

Credential Stuffing

Account Take Over (ATO)

Advanced Persistent Threat (ATP)

PoS Malware and threats

Denial of Service

Ransomware

Our Mission: Reduce the risk to the retail community by sharing cyber threat intelligence and security best practices. 



Communication and Collaboration Network Infrastructure

1. Internal 
Collections

2. Enrichment & 
Analysis

3. Intel Products

4. Outreach & 
Development

5. Next Steps• Member Shared Intel via 

Intel Platform

• ITF Standup Call

• Slack Channels

• Retail Sector PIRs

• Next Gen Intel Platform

• Security Best Practices 

• Training & Education

• Enrichment with Open Source Intel

• Professional Feeds 

• Threat Actor Research

• Vetted IOCs Distribution**

• CVE – Exploit / Dark Web Activity

• Daily Report – Situational Awareness

• Threat Intel Workshops

• Quarterly Threat Briefs

• Virtual Membership Discussions

• Annual R-CISC Summit

Operational Model

• Monthly Top Threat Analysis and Executive Brief



Threat Intel Team

CTI Tactical Analyst

- Interface: Threat Analysts 

- IOC Management 

- Vulnerability Intel

- Malware & Ransomware Intel 

- Phishing, Fraud, ATO

- ID targeted attacks, campaigns

- ID attack phase (kill chain)

Intel Ops Manager

- Interface: Operation Leads

- Detection & Response Strategies

- Blocking & Triage

- Threat Actor Management & 
TTP

- Monitoring the underground 

- Investigation & Attack Analysis

- Daily Situational Awareness

-

Strategic Intel Manager

- Interface : Organizational 
Leads

- Monthly Threat Analysis 
Reporting

- Monthly Executive Brief

- Security Alerts

- Align Threats to Business

- Trending & threat forecasting

- Technology reviews

- Threat Intel Security Strategy

- Intel & Security Best Practices



Member Organization Methods for Sharing Threat Intelligence 

Threat Intel Function 

Outsourced Security Services

No Threat Intel Function

• Core & ITF ListServ Email Distribution
• TruSTAR 
• ITF Calls & Slack 

• Core ListServ Email Distribution
• MSSP Intel Share ListServ Email Distribution
• TruSTAR (w/access to Vetted Enclave)

• Core ListServ Email Distribution / TruSTAR
• Network layer Data Capture & Intel Sharing 

30% of Members

60% of Members

10% of 
Members
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Intel Sharing as a Measure of Engagement 

Intel Posts 2017 Intel Posts 2018

• 40% Share Intel

• 10% In January 2018



• What I have learned about ISACs and Information Sharing 

• A clear mission matters

• TRUST is the foundation of Intelligence and Information Sharing 

• A integrated technical platform for intel sharing & analysis is fundamental

• The Role of the Cyber Threat Intelligence Analyst is only beginning.



“Cyber threat intelligence is knowledge about adversaries and their motivations, intentions, and 
methods that are collected, analyzed, and disseminated in ways that help security and business staff 
protect critical assets of the enterprise.“

• Adversary based
• Risk focused
• Process oriented 
• Tailored for diverse consumers 

SOC analysts may want just enough context to
escalating to the IR team.

IR may want very detailed context to determine if an 
alert is related to other events on the network.

CISO may want to align with business risk and critical 
assets. 



Industry Needs

1. Industry Threat Intel Sharing

• Postmortem Breach Analysis is important but NOT sufficient

• Support for a Proactive & Requirements driven Threat Intelligence Exchange.

• Government – Industry Partnership

2. CTI Education and Training 

• Education vs technical skill

• Instructional Systems Design

• Learning model design 



Tommy.McDowell@r-cisc.org

Questions?








