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Cyber Market Development Project

CHALLENGE: Lack of Scalable Cybersecurity
Resources for Small and Medium-Sized
Organizations

Because cyber approaches tend to focus top-down, the
market 15 not responding adequately to the broader impact
of a cyberattack at the local commumty level. While large
enterprises have resowces for advanced cyber solutions,
there are few, 1f any, affordable, scalable models to fill
the down-market gap, which leaves small and medmum-
size organizations more vulnerable to attack. This, by

extension, creates vulnerabilifies m the ¢ 5 they
serve.
A cyber marketplace 15 a pnvate-public endeavor to raise

overall cyber hyziene across the business commmmty.
Thas approach will help ities be better prepared
and more secure by helping small and medivm-sized
‘businesses employ cost-effective, hyziene-improving

cyber practices and solutions.

APPROACH: The Locality-Centric Private-Public
Market

Thas project focuses on identifying the cyber nsks facmg
small and medium-sized organizations across a vanety of
sectors m a certam location, spuming mnovation among
local vendors and businesses as the mderpinning for 2
sustamable model, and 1 ducing a cyber marketpl

that simplifies cybersecurity resources and adds business
value for the organizations in that locality.

Market vahdation tests will be conducted in nmitiple
communities across the country, with z final pilot m the
locale that is most alizned with thus approach.

Tnitially, end users wall include mnovative solution
providers who will benefit from market access
opportunuties. Suppliers in the local market channels will
benefit next Ultimately, public and private sectox
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consumers of program offenngs will benefit from more
innovative and competitive local cybersecumty offerings
NEXT STEPS: Community Outreach and Cyber
Torchbearer™ Toolkit

Plans are underway for national outreach to idenhify pilot
test locations and then build the Cyber Torchbearer ™
toolkit that will provide cybersecurity resources fora
commmnity’s frst steps.

Pilot tests wall ocour over the next year, with full project
completion expected within the next 18 months

The marketplace toolkit and conwmmity orgamzng in
early adopter commmities can be initiated in partnership
with the Cyber Resilience Inshtute even before full
completion of the project

An initia]l metric will be the number of commmumnities
mnterested in collaborating with this effort. Other metrcs
include the mumber of stakeholders joining programs and
the mumber of self-sustaining comymmity marketplaces
that stand up adopting this model

Clallenge is managed by the Office of Infrastructure Protection, within the

Hometown Security (NIHS). To leam more about this project, contact Jay
Robinson, Program Manager, DHS, at Jay Robinson@hq.dhs gov or Esvell
Balltrip, CEO, NIHS, at eballtrip@therihs org.
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Select How To Participate in the c-Market

Below are a series of options for you to choose for participating in the c-Market.
Please select any or all that represent how you would like to engage.

Community Options Cyber Market-Maker (Leader and organizer in a state, region or municipality)
c-Market Strategic Partner (Not-for-Profit seeking to support c-Market build-out)
Member (Participant in state, region or locality working with Market-Maker)

Student (Technical school, undergraduate or graduate student)

Vendor Options c-Market Solution Partner (Branded solutions sold nationally)
c-Market Consultant (Independent contractor selling services through portal)
c-Vendor: Products (Company that produces and sells eyber-related products)
c-Vendor: Services (Company that provides cyber-related services)

Program Sponsor (Organization seeking naming rights for program or activity)

First
Name

www.c-market.us

( M&Tket ecosystem
MASTER PARTICIPATION
AGREEMENT



http://www.c-market.us/

- W&ch

=
THE ELIXIR SPORT

Cyber Threat
Analyst Cell
(CTAC)

‘--------------’

® Transition into

DIRECT ONLINE AND PARTNERING MODELS | /D

/> UNIVERSITIES, TRAINERS, COMMUNITY CYBER CHAMPIONS



PDNS of IP Sending Lure Document

Top Hashtags

S anmachks o517 Y O ¥ dags ag
"

Page b =

A Home Mail Tumblr News Sports Finance Entertninmaent Lifestyle Ang

YAHOQO!

Lavrov tells Pompeo: free Russian woman accused in
U.S. of espionage

o



Crowd/Vatich

THE CROWDFORCE: A NATIONAL NETWORK
OF CYBER THREAT RESEARCHERS & ANALYSTS

POPULATING A THREAT LANDSCAPE
REPOSITORY WITH ATTACK DATA
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computer; (2) this computer network, (3) all computors
connected 10 this network, and (4) all devices and
storage media attached 10 this network or to a
computor on this network, and may be used only by
authorized users for suthorized purposes.
Unauthorized access is a violation of the laws of the
U.S. and the policies of the US_ Departmant of
Homeland

rowdWatch
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1ge in cyber threat
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quality, integrity, mmdnnmu-mmm
site while ensuring privacy and secunty .
This site is maintained by the U S. Government and is

skill-improvement &
o comply with federal laws of the United

States. It is protecied by vanous provisions of Title 18, A A ﬁ)
o sise crml e vl lows. Viclabors o e 18 networking activities
are subject 1o criminal prosecution in federal court.

By using this Information system, you understand and
consent to the following: You have no ressonabile
expectation of privacy when you use this information
system; this includes any communications or dats
transiting o stored on this information system. Al any
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