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Outstanding progress

“Cyber-threat intelligence ecosystem: a shopping center of ISAOs”

“Over 50 US ISAOs sharing cyber-intelligence”

“Leveraging Traffic Light Protocol (TLP) for multi-tier exchanges”

“Use of STIX (Structured Threat Information Exchange) language & framework”

“Automated (1-5 levels) Cyber-Security Information Sharing”

“The seed for global cyber-diplomacy”
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IoT Contextualization

Un-biaised

Cyber Profiling

(United Clear & Dark Web)

AI + Quantum = 

The need for speed

Global 

Collaboration

The Art of the possible: It has been done…
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To live is to suffer.
To survive is to find some meaning in the suffering. 

Friedrich Nietzsche

What is Next: Innovating Information Sharing

We choose to thrive by :

1) Prioritizing Cyber-Resilience

2) Zooming analysis with AI &

Quantum Contextualization

of cyber-intelligence

3) Delivering unprecedented 

outcomes with Orchestration
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The Art of the 

Possible

Before and After 

Cyber-Resilience

There are millions of ways to cyber-attack an organization today.

Large organizations already face billions of attacks per day.

By 2020, we will have to deal with trillions of cyber-events daily.

Most organizations are already plagued by insider threats.

How to improve our response to global cyber-BOOMs?

Stop firing the 

fireman

Empower    

information sharing 

starting with        

cyber-resilience
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Analysts predict increased 

attacks and higher security and 

DR spending

- 27.9% average probability of 

material breach in the next 24 

months1

- $96 billion
security spending in 20182

- $12.5 billion
DRaaS market by 20223

Top 5 Threats of 20181:

1. Cyber attack

2. Data breach

3. Unplanned IT outage

4. Interruptions to utility supply

5. Adverse weather

Business impact of cyber attacks 

and data breaches is very high

- $3.86 million
average cost of a data breach1

- $350.44 million
average cost of a mega data breach2

- Damaged brand reputation, 

loss of trust

Key Client Challenges:

- Inability to fully comprehend 

rapidly evolving cyber risks 

landscape

- Inadequate incident response 

and DR plan

- Critical applications aren’t 

covered by DR programs

Cyber Risk is a C-Suite Priority:

- New worry for CEO, CIO and 

CISO: A career-ending 

cyberattack

- Mitigating cyber risks is now a 

top boardroom agenda1

Regulations/Standards/Guidance:

- GDPR – Article 32

- ISAO 600-1 

- 2015 US Presidential Executive 

Order 13691

- CPMI-IOSCO (Payments and 

Market Infrastructures) 

- ISOs: ISO27001 (ISMS), 

ISO22301(BCMS),  ISO27031

(comms) 

- Sheltered Harbor – Appendix J

- MAS - Notice on Technology Risk 

Management
6

1  BCI Horizon Scan Report 2018

1 KPMG CEO Outlook 2017

1,2 Ponemon Institute 2018 Cost of Data Breach Study

1 Ponemon Institute 2018 Cost of Data Breach Study

2 Gartner

3 Markets and Markets

Why Cyber Resilience? The “Always-On” Client Demand / Expectation

Cyber Resilience is an organization’s ability to continue 

delivering the intended outcomes despite adverse 

cyber incidents. 

IBM Cyber Resilience =

Security + Resiliency + Networking solutions

Reliability

Integrity Availability

RIA Triad

https://www.itgovernanceusa.com/iso27001
https://www.itgovernanceusa.com/iso22301-business-continuity-standard
https://www.itgovernanceusa.com/shop/product/iso27031-isoiec-27031-guidelines-for-ict-readiness-for-business-continuity
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(2018: 69,5 days)

(2018: 196 days)
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Cyber-Security Today - “As Is” Experience

Client has 

insufficient tools, 

budget & 

resources to 

prevent cyber 

attacks.

Cyber-criminals sell valid credentials, data, etc. on the dark web for others to attack successfully & 

re-attacks organization later after being done with crypto-mining

Michael
Chief 

Information 

Security Officer 

(CISO)

A cyber attack occurs 

when the cyber-

criminal creates a 

contagious website.  

The viewer may 

receive a phishing 

email offering great 

promotions, find the 

site from a Google 

search or get rerouted 

from a valid site to the 

new bogus IP address.

RYT hospital

Octopus tree

When the user 

views the routed 

website, cocktail 

malware 

(including 

ransomware virus 

infection) is 

installed on the 

client’s system. 

Key logger is also 

often installed to 

obtain user 

credentials

Ransomware takes a 

copy of the valid data 

while it encrypts 

production filesystem 

and latest backup 

copy. 

Key logger captures 

valid user credentials. 

Other malware gets 

installed at different 

intervals

Client receives 
ransomware notice 
with terms of 
payment and 
panics. Initial terms 
of payment are more 
affordable (ex: pay 
$1,000 within 30 
minutes.)

Client chooses to pay 
ransom via bitcoin to 
unlock production 
system data and MAY 
receive unencrypted file 
back.

Is this really a solution?

Did you know…

70% of ransomware business victims paid to get their data back

50% paid more than $10,000 

20% paid more than $40,000. 

SOURCE: IBM Study - Ransomware: How Consumers and Businesses Value Their Data

https://www.ibm.com/account/reg/us-en/signup?formid=mrs-form-10908
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Cyber Security – “As Is” Failure is  Becoming Exponentially More Costly…

Since 2016, Angler generates $34 Million / month

Week AI

$10B

1M hacks

WEEK 3

$10M

1,000 hacks

Week 4

$100M

10,000 hacks

WEEK 2

$1M

100 hacks

WEEK 1

$10,000

1 hack

Now, Modern Cocktail Malware is much more lucrative 

Since 2017, Ransomware generates $40 Million /month

& is more exciting with Crypto-mining
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Cyber Security – “As Is” - Resulting Impacts & Business + IT Challenges 
Unacceptable Business & Economic Impacts

Recovery is too long and  has 

frequent failures due to heavy 

manual operations. Becomes 

more challenging in Cyber 

Attacks – FAILING BUSINESS 

& IT PERFORMANCE

Testing disrupts

organizations – FAILING  

HIGH-AVAILABILITY

Regulations impose new 

requirements 

FINRA Rule 4511, SEC Rule 17a-4, 

HIPAA, Data Protection Directive, 

GDPR, FFIEC Appendix J – FAILING 

COMPLIANCE

Continuous Network Exposure -

Continuous network exposure can 

cause corruption propagation to the 

DR Sites, causing both primary and 

DR unusable – FAILING SYSTEMS 

PROTECTION

DR/ Backups Being Targeted

Ransomware attacks 

corrupting  DR &  backup 

copies directly – FAILING 

WITH INFECTED / 

INFECTING RECOVERY

Inefficient  Point In Time copies

Point in time copies provided by 

traditional backup has high RPO 

and RTO – FAILING RECOVERY

Outdated runbooks are 

common - Dynamic 

environments thwart 

application recovery activities -

FAILING RECOVERY * 

SECURITY (NO 

ORCHESTRATION)

Slow Recovery of Business 

Services, post Cyber attack leads 

to Unacceptable Business 

Impacts –

FAILING BUSINESS SURVIVAL
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#1 World’s Most Lethal Cyber-Attack
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Innovating Information Sharing

Cyber-Resilience

Cyber-Security

360O Security

Re-Asses & Re-Align with a Dynamic Enterprise Risk Management 

(from 2 to 9+ AI sense-making / scaled dimensions)

Expand to Global Exchanges

Gain near Real-Time Speed with AI & Quantum enablement

Lethal

High & Critical

Low & Medium
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The Art of the 

Possible
Contextualization
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Innovating Information Sharing with Contextualization

Do you get a fuzzy feeling when you are reviewing shared information?

- Unsure / Non-conclusive

- Feeling incomplete

- Not actionable
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Innovating Information Sharing with Graded Contextualization

GRADE YOUR CONTEXTUALIZED 

INFORMATION 

- What information will incite action?

- Can you gain information that 

meets “beyond reasonable doubt?”

- How do you expand to trusted 

holistic information?
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Innovating Information Sharing with Complete Contextualization

Let’s get to global exchanges

What degree of contextualization do you need to provide?
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Innovating Information Sharing with Complete Contextualization

Plan for various degrees of holistic cyber-resilience, cyber-security & 360o security information sharing
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Innovating Information Sharing with Reliable & Actionable 
Contextualization

Use intelligent automation for reconciliation

Intrinsically… for reliability (from 3+ independent 

sources)

ALDM Dependency Map

Pervasively for rapid actions 
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Innovating Information Sharing

Full range of 

integrated Analytics

VALUE

What’s Needed

PRESCRIPTIVE

• Scenario-based guidance

• Learning elements and closed-

loop algorithms

• Real-Time Optimization

• Planning and Scheduling

What If

PREDICTIVE

• Assessment to determine 

potential outcomes.

• Deterministic or non-deterministic 

models

• Open Loop Simulation

• Predictive Analytics

What Happened

HISTORICAL

• Historical operational data

• Trends, KPIs, Dashboards to 

present abstracted views

• Intelligence

What’s Happening

REAL-TIME

• Real-time operational data

• Rule based inference for causal 

analysis

• Condition Management

Plan for AI automation to augmentation 

based on graded probability
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Leverage :

- Blockchain-segmentation for trust building

- Machine learning augmentation using virtual security sensors

- Unbiased aggregation of clear to dark web cyber-tracking

Understanding the blockchain

O’REILY

Innovating Information Sharing
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The Art of the 

Possible
Orchestration

(Beyond Automation…)
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Cyber-Security Approach Today – “As is” experience 

“Bane & OX cyber-range” exercise 

debriefing with journalist calling 

about breach

Journalists speaks to 

industry analyst confirming 

cyber-negligence

Ransomware demands Partner threatens 

lawsuits as customers & 

staff’s PII is exposed

Websites shutdown & 

start of breach 

investigation

Nasdaq shutdowns stock 

& SEC starts 

investigation

FBI investigates, media publishes, staff is fired, 

executives testify/go to jail & …
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If not already detected and fixed, client 

gets inquiry call from journalist about 

potential breach.  

At the same time, operations and 

security staff receive notifications about 

configuration and application/data 

changes to investigate and resolve.

Notifications sent

About configuration and/or 

application/data changes

Outcome:  By the time the journalist calls, the cyber-outbreak has been prevented by quickly utilizing with IBM Cyber Resilience

The Art of the Possible – “To Be” cyber-resilient

IBM Cyber Resilience

Identify criminals networks

Identify impacted systems

Identify breached DBMSes

Identify infected apps

NOTIFY

Report Risk 

ResolutionProtect Devices

Orchestrate 

Cyber-Protection / 

Security

Stop Fraud
Verify & Deny Access (MFA)

Secure 

the cloud

Encrypt

Operations Management / Infrastructure staff: 

- reviews systems & application dependencies

- recovers in an orchestrated manner from clean copy of malicious 

configuration & application / data changes. 

- produces compliance reports about orchestrated recovery

Networking team: 

- Limits access and provides forensic trail

Security staff:

- kicks criminal out & reports on resolution 

- reflects the new converted cyber to enterprise  risk posture

Orchestrate Cyber-Incident Recovery

ALDM Dependency Map

Understand dependencies

PROTECT / RECOVER

Security staff: 

- starts forensics / malware analysis

- researches threats

- reviews security events from helpdesk cyber-security tickets

- analyzes cyber incidents to assess cyber-threats

- reviews the exposure of threats 

- identifies cyber networks of criminals / IP addresses

- finds patterns of criminal activities

Networking staff:

- Verifies gaps and depth of penetration

Start malware 

analysis / forensics

IDENTIFY

Analyze 

reported 

problems

Review 

latest 

industry 

threats

Manage real 

threats

Analyze 

criminal 

patterns

Did you 

know…

6 out of 7 

hacks are 

NOT

detected
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Innovating Information Sharing

Plan for local & global orchestration



Are you ready to become a cyber-diplomat?

For IISC presentation, visit:

https://ibm.box.com/v/IISC-2018-09-Presentations

For access, provide your email address to 

anyckt@ibm.com
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