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1 Executive Summary  1 

  2 

Building a new Information Sharing and Analysis Organization (ISAO) can be very challenging. 3 

There are multiple complexities to overcome before the ISAO can become operational. Many of 4 

these issues were addressed in ISAO 100-2, “Guidelines for Establishing an Information Sharing 5 

and Analysis Organization,” which was published October 14, 2016. ISAO 100-2 introduced an 6 

initial set of guidelines for establishing an ISAO, with the purpose of providing guidance to those 7 

looking to establish an ISAO or to those newly formed ISAOs. The 100-2 document introduced a 8 

list of several services and capabilities, which were categorized into “Foundational,” 9 

“Advanced,” and “Unique.” The Capabilities and Services Working Group (WG2) felt that it 10 

would be beneficial to go into more detail about those services and capabilities outlined in 11 

Appendix A of ISAO 100-2. The outcome of this document is to assist the ISAOs so they can 12 

provide immediate value to their membership.   13 

  14 

2 Introduction  15 

  16 

Appendix A of the ISAO 100-2 publication introduced a list of several services and capabilities 17 

that an ISAO could perform as baseline offerings. Those services and capabilities were 18 

categorized into Foundational, Advanced, and Unique. The purpose of this document is to assist 19 

ISAOs by providing a more in-depth review of the foundational services and capabilities of an 20 

ISAO: collection and dissemination, facilitate member sharing, analyze information, and 21 

surveying members. This in turn will give ISAOs a better understanding of how they can 22 

operationalize the technical, analytical, and personnel that are built around those capabilities and 23 

services. The structure of this document is framed to begin with the simpler capabilities and 24 

services, and progress to those that are more challenging. This will facilitate a natural 25 

progression for ISAOs that are further along in their evolution to navigate to the area within the 26 

document that is appropriate for their current situation. Additionally, collection and 27 

dissemination have been split as separate services and capabilities, and thus each will have its 28 

own chapter. After evaluating the processes and technologies for collection and dissemination, 29 

WG2 felt that each was distinct enough to be independent services and capabilities.  30 

 31 

3 Member Surveys  32 

  33 

3.1 Introduction  34 

  35 

Surveying members is a highly effective way of obtaining an understanding of the member’s 36 

needs and evaluating how you are meeting those needs. A survey is defined as “the selection of a 37 

relatively large sample of people from a predetermined population (the “population of interest”; 38 

this is the wider group of people in whom the researcher is interested in a particular study), 39 

followed by the collection of a relatively small amount of data from those individuals (Kelley, 40 

Clark, Brown, & Sitzia, 2003).” Surveys are conducted as a part of descriptive research. They 41 

enable organizations to get feedback about specific products or programs, as well as more 42 
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general input into an organization’s mission or objectives. Surveys can be used in determining 43 

how the other four foundational capabilities and services are designed and implemented. There 44 

are several ways to survey members. These surveys can be either formal or informal. Conducting 45 

a survey can be as simple as talking with your members to see what is working or not. 46 

Organizations are free to choose what is most appropriate for them, or to develop their own 47 

method of surveying members. However, there are a few considerations to keep in mind when 48 

choosing to conduct a survey.  49 

  50 

First, know what you are trying to accomplish with the survey. There should be a clear vision to 51 

what the purpose of the survey. This is done by clearly defining what information or knowledge 52 

you are trying to gain from your members? The questions should be specifically designed to pull 53 

that information from the respondents. It is also important to understand what discussions will be 54 

made from the results. A word of caution, the design and wording of the questions can skew the 55 

results of the survey. 56 

  57 

Second, identify who the target audience will be. You will not get useful input if you ask 58 

physical security specialists questions on advanced cyber-security issues. Likewise, polling 59 

executives only will likely end up with different results than polling the membership at large. 60 

Knowing who the right community is, for the specific topics you want input on, will yield the 61 

most useful and valuable results.  62 

  63 

Third, when developing the survey, you should have a good understanding of the overarching 64 

questions you are trying to answer. The specific survey questions will need to be designed to 65 

ensure that you are collecting the right data. The way the questions are worded, ordered, 66 

structured, and sequenced can have a major impact on how they are answered.  67 

  68 

Finally, it is important to understand the best method of reaching the target audience. There are a 69 

few different types of surveying methods, including phone conversations, online surveys, and 70 

face to face. You want to use the method that will get you the best results based on the 71 

preference of the ISAO membership base. Additional details about the different survey methods 72 

will be discussed in a later section. If these few things are not kept in mind when designing the 73 

survey, the results could be skewed or end up providing little value.  74 

3.1.1 Advantages  75 

  76 

There are several advantages for why an ISAO would conduct a survey of its membership:   77 

1. It can be developed in a short amount of time.   78 

2. It produces data based on real-world observations (Kelley et al.).  79 

3. It can produce data that reflect the larger population (Kelley et al.).   80 

4. It can produce large amounts of data in a shorter time span (Kelley et al.).  81 

5. It provides a mechanism for the membership to gain buy-in to the ISAO.  82 

6. It provides a mechanism for the membership to provide meaningful input.  83 

 84 

  85 
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3.1.2 Disadvantages  86 

  87 

There are several disadvantages of conducting a survey:  88 

1. It can be time-consuming.  89 

2. Response rates can affect the significance of the data.  90 

3. The significance of the data can be negatively affected if the questions are too focused on 91 

the range of coverage (Kelley et al.).  92 

4. The data may lack detail or depth on the topic being investigated (Kelley, Clark, Brown, 93 

& Sitzia, 2003).  94 

5. Survey participation is a challenge.  95 

  96 

3.2 Survey Methods  97 

  98 

Depending on what best meets the needs of the ISAO’s members will determine which method 99 

will best work at capturing the relevant data. For those new and emerging ISAOs this process can 100 

be very simple and still provide very valuable information. There are several types of survey 101 

methods that can be designed. The following section discusses several of those methods. During 102 

the process of selecting a specific method, there are other factors to take into account. As 103 

mentioned above, several elements in the survey design will have a direct effect on the survey’s 104 

outcome. Regardless if the survey is formal or informal, there are three principles to keep in 105 

mind when designing a survey: Principle of Wording, Principle of Measurement, and General 106 

Appearance (Sekaran & Bougie, 2009). One important advantage of implementing these 107 

principles is that bias is minimized. Once the method and design of the survey are complete and 108 

the development of the specific questions has started, there are 11 elements to take into account 109 

(Sekaran & Bougie, 2009):  110 

  111 

• Language and wording of the question  112 

• Open-ended questions vs. closed-ended questions  113 

• Positively and negatively worded questions  114 

• Double-barreled questions  115 

• Ambiguous questions   116 

• Recall-dependent questions  117 

• Leading questions  118 

• Loaded questions  119 

• Social desirability  120 

• Length of the questions  121 

• Sequencing of the questions  122 

  123 

Note: In addition to the advantages and disadvantages listed above, each survey method may 124 

have its own unique or additional advantages or disadvantages.   125 

 126 

 127 

  128 
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3.2.1 Postal Questionnaires  129 

  130 

In general, the questionnaire method is best used when there is a specific question to be answered 131 

and when there is a known measure of the variables of interest (Sekaran & Bougie, 2009). There 132 

are a couple of different means to deliver questionnaires, mail or web based. A disadvantage of 133 

this method is the low response rates, which in turn requires a larger sample size. An advantage 134 

of postal questionnaires is that they are usually more cost-effective and less time consuming (for 135 

both the researcher and the respondent), anonymity is high, and it’s a very efficient means to 136 

collect data. With this method, a 30 percent response rate is considered a satisfactory rate 137 

(Sekaran & Bougie, 2009), and the design of the questionnaire is extremely important.  138 

  139 

3.2.2 Web Based/Electronic  140 

  141 

The most obvious way to survey members is to create an actual survey using a survey website. 142 

Under this method, an organization identifies a specific set of questions it wants its members or 143 

partners to answer, and it places those questions into an online survey functionality. The 144 

advantage of this method is that the organization can send the survey to specific people 145 

electronically or to a large group of people, the surveys are very inexpensive and easy to 146 

administer, there is fast delivery, and all the responses are captured in one place for review and 147 

analysis (Sekaran & Bougie, 2009). One of the biggest advantages to web-based surveys is there 148 

often is the ability for members to participate in online survey without attribution, so they may be 149 

more likely to be willing to provide honest input. Disadvantages include requiring Internet 150 

connectivity, respondents must be willing to take the survey, and requiring a large sample 151 

population (Sekaran & Bougie, 2009). Examples of web-based survey tools include Survey 152 

Monkey, SurveyGizmo, Google Forms, Typeform, SurveyLegend, and Polldaddy (note: these 153 

are not recommendations of these products).   154 

  155 

3.2.3 Telephone Interviews  156 

  157 

Another way to survey members is through individual one-on-one phone calls. This is the most 158 

time-consuming method but also has the potential to provide the most useful feedback. It is 159 

important to ask all members the same questions during the survey, but one-on-one 160 

conversations can enable an organization to engage in specific topics in more detail. This 161 

detailed information can provide additional useful context and ideas and can lead to a clearer 162 

understanding of a member’s needs. The individual contact is also an excellent way to build 163 

relationships with members. Telephone interviews can be conducted through computer-assisted 164 

telephone interviews (CATI), which are easy to use and manage (Sekaran & Bougie, 2009). 165 

Another advantage of using CATI is that the interviews gather more accurate data and provide 166 

faster analysis. Some disadvantages are that non-verbal cues cannot be read and that the 167 

interviews have to be kept short (Sekaran & Bougie, 2009).  168 

  169 

 170 

3.2.4 Online Webinar  171 

  172 
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A third method of surveying members is through a common webinar or group call. Under this 173 

method, members are invited to attend a single call or webinar with other members to respond to 174 

your survey questions. A survey could also be included at the end of each webinar. This has the 175 

advantage of saving time, there are no individual phone calls, but it can be less effective in 176 

gaining feedback as members might be reluctant to speak honestly with others on the call. 177 

Similarly, one company or person who provides constant feedback on the call might dominate 178 

the discussion and skew the input. However, having multiple members discuss the survey on a 179 

common call can also lead to an effective “brain storming” session where individual ideas are 180 

explored in more detail among the group.  181 

  182 

3.2.5 Face-to-Face Interviews  183 

  184 

This survey method involves the ISAO conducting face-to-face interviews. These interviews can 185 

be either structured or unstructured. For unstructured interviews, there is no planned sequence of 186 

questions. An example of an unstructured interview could include having coffee with a member.  187 

Structured interviews are when there is a known set of what data and information is needed and 188 

there is a predetermined set of questions (Sekaran & Bougie, 2009). Face-to-face interviews 189 

could involve the ISAO conducting the interview at the ISAO’s office, its member’s office, or 190 

other locations.  191 

 192 

An advantage of this method is that the response rate is higher than other methods—due to the 193 

fact that the ISAO can sell the survey to the individual members (Kelley, Clark, Brown, & Sitzia, 194 

2003). Before deciding to conduct a face-to-face interview, consider the advantages and 195 

disadvantages. The biggest advantage to face-to-face interviews is that the interviewer is able to 196 

pick up on nonverbal cues and body language. These cues could show whether or not the 197 

respondent understands the questions. Face-to-face interviews also allow the respondents to 198 

clarify any of the survey questions they do not understand (Sekaran & Bougie, 2009). There are a 199 

few disadvantages to face-to-face interviews: they are time consuming, there are geographic 200 

limitations, interviewer bias can affect how the response is interpreted, and there’s the cost for 201 

interviewer training (Sekaran & Bougie, 2009).   202 

  203 

(See Appendix A for an example survey.)   204 

  205 

3.3 Chapter Summary  206 

  207 

Surveys can be a powerful tool that will allow an ISAO to collect a large amount of data in a 208 

short amount of time. This information can be used to understand how their products and 209 

services are being received by their membership, can be used to determine future direction of the 210 

ISAO and give the membership an opportunity to be engaged with the ISAO. Each survey 211 

method has its own advantages and disadvantages. When first implementing this service, it can 212 

be a conversation with your members over a cup of coffee or it can be an email to a distribution 213 

list. When making that selection on which survey method to be utilized, it is important for the 214 

ISAO to take into account the challenges, limitations, expected outcomes and benefits of 215 

conducting that specific survey method. As noted, the above represents some ideas and methods 216 
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an ISAO can use to survey their members. Organizations are encouraged to adopt whatever 217 

methods work for them. As with most initiatives, there will be some trial and error involved as 218 

organizations learn how best to engage with their members.  219 

    220 

4 Collection  221 

  222 

4.1 Description  223 

  224 

The goal of this chapter is to assist ISAOs in understanding the operational, technical, analytical, 225 

and personnel capabilities for the collection of cybersecurity threat information (CTI) or other 226 

information that is deemed important by the membership base (this could include physical 227 

threats, weather, etc.). Specifically speaking to CTI, as defined by National Institute of Standards 228 

and Technology (NIST) SP 800-150, “Guide to Cyber Threat Information Sharing,” CTI 229 

includes “indicators of compromise, tactics, techniques, and procedures used by threat actors,” as 230 

well as any information that an organization can use to “identify, assess, monitor and respond to 231 

cyber threats (Johnson, Badger, Waltermire, Snyder, & Skorupka, 2016).” Data and information 232 

can come from a variety of sources: sensors, by scrapping open-source reporting, from sites such 233 

as cybersecurity vendors, media articles, cybersecurity blogs, white papers, other ISAO or 234 

ISACs, government sources, reports, and directly from the ISAO’s members. Collection of CTI 235 

or other data sets is an important service and/or capability that an ISAO can perform. According 236 

to NIST, organizations “should identify tools, sensors, and repositories that collect, produce, or 237 

store cyber threat information (Johnson, Badger, Waltermire, Snyder, & Skorupka, 2016).  238 

  239 

4.2 Advantages  240 

  241 

 There are a large number of closed and open sources to pull from.  242 

 Collection from outside sources can enrich existing internal information to make it more 243 

actionable to the ISAO (Johnson, Badger, Waltermire, Snyder, & Skorupka, 2016).  244 

 By providing centralized resources, the ISAO can reduce costs to its members.  245 

 Collecting information from multiple sources, this service and capability can provide the 246 

ISAO with a better understanding of the threat landscape.  247 

 Information that comes directly from members is often easier to trust and verify. Member 248 

sharing also encourages sharing and fosters an environment other member feel safe to 249 

share. 250 

  251 

4.3 Challenges  252 

  253 

 There are a large number of products and data sources to choose from.  254 

 Vetting and trust of open-source feeds is an issue.  255 

 There can be an extremely large volume of data to sort through.  256 

 There is a high rate of false positives.  257 

 Depending on the level of data desired, the format, and the frequency of dissemination, 258 

the process may require talent, time, process, and technology.  259 
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 Finding a format that is easy for members to use and determining what is relevant or 260 

desired by membership can also take time and understanding of the constituents.  261 

 The technology, services, and methods can be expensive.  262 

 263 

4.4  Sources and Methods  264 

  265 

The number of different sources and methods for collecting data can be overwhelming for new 266 

ISAOs. The potential approach to solve this problem is to start small and only choose a few 267 

sources and methods first. Only after getting those set up and verifying that the information is 268 

providing the desired value, should you consider adding additional sources or methods. This 269 

section will cover ways to vet sources and list how to collect information.  270 

  271 

4.4.1 Sources  272 

  273 

Data sources or feeds can come from either internal or external sources. First, identify what 274 

information is important. Second, determine what information you are legally allowed to share as 275 

well as determine what information the membership wants to share and with whom. From there, 276 

identify which systems or sources contain that information. Collecting information from a variety 277 

of sources can quickly move to a more advanced level. 278 

 279 

4.4.2 Formats  280 

  281 

There are several types of “standardized” formats for sharing indicators of compromise. 282 

Appendix C references a list of formats. An ISAO may choose to ingest all, some, or none of 283 

these formats, depending on what works best for its membership.  284 

  285 

4.4.3 How to Collect  286 

  287 

There are several methods for collecting data. Depending on the capability level of the ISAO, 288 

some of these methods will be more advanced. The purpose for listing the methods here is for 289 

general awareness, although understanding these methods early in the planning stages may help 290 

with the strategic development of the ISAO. These methods include the following:  291 

  292 

 Internal sources (electronic) 293 

 Analysts (Internal or External)  294 

 Emails  295 

 Scripts  296 

 Web spiders\Crawlers  297 

 Multimedia capture and indexing  298 

 OCR scanning  299 

 Tools  300 

 Automated technologies  301 

 Other resources  302 
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  303 

4.4.4 Vetting and Validation of Sources  304 

  305 

It is very important that members of the ISAO can trust the information, alerts, and notifications 306 

they receive. Bottom line: garbage in/garbage out. As mentioned previously, information 307 

exchange from the members can build trust between the ISAO and the members and from 308 

member to member. Vetting and validating the information is an important piece to that process. 309 

This requires that the methods, means, and sources be vetted by the ISAO. There could be 310 

considerable doubt placed on the information shared by the ISAO if the sources are questionable 311 

or if the data turns out to be unreliable. It is highly recommended that ISAOs evaluate and vet 312 

their sources of information, including their partner organizations. This section discusses ways to 313 

vet data sources and help ensure high integrity and fidelity of the information collected.   314 

  315 

When it comes to vetting a data from a new source, there are several considerations: First, who is 316 

contributing to that source or who the particular source is? Second, which systems are 317 

contributing information? Third, what is the process or method that was used to develop that 318 

information? Who contributed to that source? Finally, what is the context of the data?  At the 319 

basic level vetting and validating sources can be reaching out to a known group or individual and 320 

verifying with them.  321 

  322 

1. One of the first ways to vet an open-sourced data feed is to ask other ISACs and ISAOs.   323 

2. Connect to the data feed and conduct an audit of the feed. Check for false positives and 324 

false negatives.  325 

3. Develop a process and standard procedure for sanitizing the information collected.   326 

4. Conduct random audits and set periodic reviews of the data feed.  327 

5. Develop a reputation or confidence score for the data feeds.  328 

6. Develop a process for members to rate and comment on data feeds. These reviews can be 329 

used to determine the reputation and confidence scores.  330 

7. When considering collecting information from another organization, it may be prudent to 331 

establish a data-sharing agreement, memorandum of understanding, or non-disclosure 332 

agreement.   333 

 334 

 335 

4.5 Post-Collection Steps  336 

  337 

Some organizations have proven guidance for the process of collecting data. One such 338 

organization is NIST. This guidance can be found in NIST Special Publication 800-150, which 339 

provides steps on how to consume and use indicators of compromise from external feeds. These  340 

steps are validation, decryption, decompression, content extraction, prioritization, and 341 

categorization. ITIL (Information Technology Infrastructure Library) has a similar process for 342 

incident management that could be used post collection: identification, logging or registration, 343 

prioritization, initial diagnosis, escalation, investigation and diagnosis, resolution and recover, 344 

and closure. These processes provide a workflow for how the ISAO could handle data in 345 

collection, analysis and dissemination.  346 
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  347 

4.6 Collection Tools and Resources  348 

  349 

ISAOs have a considerable number of tools and resources available to them. Some of these tools 350 

are completely free to use, some require only a one-time payment, while others require a 351 

subscription (monthly or yearly). A list of tools and resources can be found in Appendix C; it is 352 

not an all-inclusive list and is not an official endorsement of the products. The list is to illustrate 353 

some of the tools and resources that are available for ISAOs to explore.  354 

  355 

4.7 Chapter Summary  356 

  357 

The process of collection, as mentioned previously, is a valuable service and capability that an 358 

ISAO performs. As a core competency, this service should be planned out and implemented 359 

carefully. For those new and or emerging ISAOs that are just starting out, it is important to 360 

choose one or two methods, tools, and sources to get a baseline prior to adding on more. Starting 361 

out with too many methods, tools, and sources can complicate the process and in turn reduce the 362 

level of service that the ISAO can provide to its membership. It is important to start small, 363 

concentrating on collecting information from a few known and trusted sources. However, those 364 

ISAOs that have the knowledge or expertise may be able to ingest or consume information for a 365 

large variety of sources. The ISAO may also choose to forgo storing this information and simply 366 

be a pass-through of information, enable sharing of best practices or other cyber related 367 

information.  368 
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5 Analyze Information  369 

  370 

5.1 Introduction  371 

  372 

Even at the most basic level, there are different ways to analyze cyber threat information. This 373 

process can come in the form of having a system, tool, or human conduct an analysis on data 374 

sets. At the most basic level, analysis can be as straightforward as determining that a piece of 375 

information should be shared with the ISAO membership. For those new and emerging ISAOs, 376 

the process of analysis does not have to be as advanced as determining the destructiveness of a 377 

piece of malware. This chapter of this document will not delve very deep in to this foundational 378 

service and capability. For additional information, please refer to the ISAO 700-1 “Introduction 379 

to Analysis” document. The purpose of the document is to introduce information analysis to 380 

ISAOs and provide members with a foundation for organizations attempting to understand 381 

information analysis as it pertains to ISAOs. The document will establish a conceptual 382 

framework for the analytical process including establishing requirements, collecting relevant 383 

data, processing and exploiting the data, analyzing results, and generating products to support 384 

internal and external sharing of the findings.  385 

  386 

It is important to mention in this document a couple of important aspects about information 387 

analysis. First, this process can be time-consuming and can require a special skill set to be 388 

accomplished correctly. Second, through the analysis process, the ISAO can provide useful 389 

actionable information for members in the form of lessons learned, threat warnings, and trends 390 

analysis. An example of the analysis process providing actionable information can come in the 391 

form of the ISAO identifying a pattern of reconnaissance attempts of multiple member networks 392 

and as a result issuing a notice to all members, warning of a possible targeted campaign, and 393 

providing guidance on how to identify the threat. One of the highest values an ISAO can provide 394 

to its membership can be in its analytical processes.   395 

  396 

5.2 Advantages  397 

  398 

Participation in an ISAO organization allows members to pool both their data and their 399 

resources, increasing the amount of information available for the analysts to review, and it 400 

enables them to obtain a broader view of the threat environment. Generally, with more data feeds 401 

coming from the ISAO members, it can be easier to develop trends and correlations. 402 

Additionally, supplying relevant analysis makes information and situational awareness more 403 

efficient. The information gleaned from an affective analysis can add an extreme amount of 404 

value that the ISAO provides to its members.  405 

  406 

5.3 Challenges  407 

  408 

Members can face numerous difficulties when it comes to participation in an organizational 409 

analysis effort. From a manpower perspective, training or hiring competent analysts can be 410 

expensive, and increases in requirements and amounts of data will only increase the personnel 411 
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requirements. Individually, members may be unwilling or unable to provide some data sets to the 412 

organization due to concerns about compromising proprietary data or potentially revealing 413 

information that could be detrimental to the member organization.  414 

  415 

5.4 Chapter Summary  416 

  417 

If the ISAO is to provide this particular foundational service and capability, it is very important 418 

that it be done correctly. Effective analysis can provide the ISAO membership with timely and 419 

actionable intelligence. However, poor analytical skill and processes can be a major risk to the 420 

ISAO. For more details and a deeper look into the analysis process, please refer to ISAO 700-1, 421 

“Introduction to Analysis.”   422 



 

  12  

6 Dissemination of Information  423 

  424 

6.1 Introduction  425 

  426 

Dissemination is defined as “the act of spreading something, especially information, widely” 427 

(Oxford Dictionaries). Sharing information one of the ways and ISAO can create value among its 428 

members. It enables organizations to receive current news and communications that may have an 429 

impact on their business.  430 

  431 

At the most basic level there are several ways to easy ways to disseminate information. To 432 

ensure information is both timely and relevant, it is highly suggested that the ISAO work with 433 

their members to establish those specific mechanisms for sharing information, identify the types 434 

of information to be shared, determine which information will be shared with whom and 435 

determine the frequency for which the information will be disseminated. The possible reasons for 436 

sharing information include eliciting immediate action, promoting behavior change, requesting 437 

support, and educating on a specific topic or situation. The follow sections provide additional 438 

details about the different information sharing considerations.  As with the other services and 439 

capabilities, the specific means and methods chosen are determined by the needs of the ISAO 440 

membership. 441 

  442 

6.2 Advantages  443 

  444 

There are a few advantages of properly disseminating information:  445 

  446 

 Alerts and advisories provide members with time-sensitive awareness of recent and 447 

active incidents, threats, and reported vulnerabilities.   448 

 An improved understanding of the threat environment can help an organization with 449 

prioritizing its cyber-security resources.  450 

 Specific topics can be shared that facilitate partnership building, increase knowledge 451 

of community members through training communication, or create an avenue for 452 

members to request assistance from others within their ISAO community.  453 

  454 

6.3 Challenges  455 

  456 

There are several challenges to overcome when disseminating information:  457 

  458 

 Members may not see the value of time-sensitive products.  459 

 Creating actionable products may require an operational background, which can be 460 

hard to attract, retain, or fund.  461 

 An unfiltered flow of content could lead to information fatigue and overwhelm 462 

members, thereby reducing readership and value.  463 

 Depending on the level of data desired, the format, and the frequency of 464 

dissemination, the process may require talent, time, process, and technology.  465 
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 Security and control must be maintained as the information is redistributed.   466 

 The cost, level of effort, and resource needs for creation, management, and 467 

sustainment may be high, particularly to meet urgent deadlines.  468 

  469 

6.4 Implementation Guidelines  470 

  471 

6.4.1 Dissemination Methods   472 

There are several types of information-sharing methods that ISAOs can use to distribute 473 

information to their membership without much technical setup:   474 

  475 

 Telephone  476 

 Email (broadcast or ListServ)  477 

 Computer scripts  478 

 In-person  479 

 Website  480 

  481 

Each method has its own specific advantages and disadvantages. ISAOs are not limited to only 482 

implementing one type of method. Having redundant methods is suggested, especially for the 483 

purpose of continuity of operations.   484 

  485 

6.4.2 Dissemination Content  486 

There are several types of content an ISAO could distribute to its membership. Good and 487 

meaningful distributed content provides the greatest value to the ISAO membership. The 488 

following are various types of content:  489 

  490 

 Alerts and advisories  491 

 Regular publications  492 

 Regular reports  493 

 Training opportunities  494 

 Requests for help or information  495 

 Education, training, and awareness to ISAO members  496 

• Webcasts  497 

• Onsite/in-person  498 

• Online resources  499 

  500 

As with the different methods for dissemination, each format has its advantages and 501 

disadvantages. However, no matter which format is chosen, a couple of things to keep in mind 502 

are the spamming affect and alert fatigue. A way to combat alert fatigue is to determine the rate 503 

at which information is disseminated to the members by determining the impact, urgency, and 504 

importance of the information. A potential strategy to consider is a push-pull method—an 505 

example of this is an item that requires an immediate response or action to be taken, pushing the 506 

information out via an email or alert notification. For the informational-only items, post those 507 

things to a shared drive, website, or common area, where the members can pull that information 508 
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down at their convenience. Another way strategy is to develop a system to label emails so that 509 

the members know the urgency of the information being shared. 510 

   511 

6.4.3 Dissemination Format  512 

Providing information in an easily digestible format can support the ISAO membership obtaining 513 

the most value from the information. The following are considerations regarding format:  514 

  515 

 A brief overview of the information  516 

 Identifying urgency and criticality  517 

 Recommending response actions and best practices.  518 

  519 

6.4.4 Additional Dissemination Considerations  520 

There are a number of additional considerations an ISAO should review:  521 

  522 

 Encryption  523 

 Storage and retention periods  524 

 Frequency  525 

 Traffic Light Protocol (TLP) for handling and re-dissemination.  526 

  527 

  528 

6.5 Chapter Summary  529 

  530 

There are a few important aspects to take into consideration when building up this capability and 531 

service. First, similar to collection and analysis, there are a large number of tools and means to 532 

disseminate information. It is necessary to start out with a few simple means to disseminate 533 

information to the ISAO membership. Second, ensure the information is distributed in a velocity 534 

and cadence consistent with its tactical and strategic value. Third, not only does the information 535 

need to be timely, it also needs to be actionable. Fourth, it is important that the format of the 536 

information be in a consistent format, written professionally, and the material geared to the 537 

proper audience. Last, it is important to consider the sensitivity of the information, how it is to be 538 

handled, and how long the receiving party should retain it.  539 

 540 

7 Facilitating Member Sharing  541 

  542 

As defined in publication 100-2 (Appendix A), facilitating member sharing is the process of 543 

enabling members to share information, with or without attribution, with each other and with the 544 

ISAO. In short, the most important outcome of an ISAO in this service and capability is to 545 

facilitate and maintain trust among its membership. If the members of the ISAO community are 546 

familiar with each other, then creating trust is easier. This chapter discusses the foundational 547 

principles for an ISAO to facilitate sharing among its members. 548 

 549 

7.1 Advantages  550 

  551 
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As stated in the introduction to this chapter, an ISAO facilitating member sharing has many 552 

advantages. The ISAO becomes the trusted and neutral medium for its members to share cyber 553 

threat information and other potential sensitive data.   554 

  555 

7.2 Challenges  556 

  557 

As with the other foundational services and capabilities, there will be challenges that ISAOs face 558 

in operationalizing this service and capability. The first challenge is in creating a trusted 559 

environment. This is very challenging for an emerging ISAO, the primary reason being that 560 

members within the community may be unfamiliar with each other. A second challenge is in 561 

creating a secure environment (if desired). The process and technology required for creating a 562 

secured environment is expensive. For an ISAO just starting out, finances will probably be 563 

limited. The third challenge, if required, is creating an anonymous environment, and this 564 

challenge also is expensive. The fourth challenge will come about if one of the members violates 565 

the trust. Creating trust among the membership can take a considerable amount of time to build, 566 

but it can be destroyed in an instant. Finally, getting members to share and simply participate is 567 

also a challenge. There are many reasons why a member would not to share or participate: It can 568 

come down to the processes to share are too cumbersome, the membership does not see the value 569 

in sharing, or there’s simply a lack of caring.   570 

  571 

7.3 Methods for Implementing Facilitating Member Sharing  572 

  573 

There are several basic methods that an ISAO can use to facilitate information sharing among its 574 

members. Many technologies that support this foundational service or capability are not cost 575 

prohibitive. Using cloud or other online services at the beginning will not only help in cost 576 

savings, but will allow for a quicker ramp-up time for the ISAO to start delivering these services 577 

and capabilities.   578 

  579 

 Creating email list serves is a quick and easy approach for an emerging ISAO to 580 

implement this service and capability.   581 

 Creating or using an established sharing protocol like TLP is an easy way to get members 582 

to agree to sharing.   583 

 Executing a document such as an NDA can also be very simple and can help engender 584 

trust.  585 

 Necessitating a memorandum of understanding (MOU) between the ISAO and members 586 

can be helpful. A MOU is a document that outlines the intent of action. It is not 587 

necessarily a legally binding document, but it can be helpful in defining expectations.  588 

 Communicating the value of how sharing enhances situational awareness across the 589 

constituency can inform risk-based decision making.  590 

 Developing multiple channels to communicate with the membership can be useful. 591 

Examples include creating weekly or monthly newsletters and holding monthly or 592 

quarterly briefings. These briefings can rotate from one member’s office to the next.   593 
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7.4  Chapter Summary  594 

  595 

The ability for ISAOs to support, encourage, and facilitate their members to interact with one 596 

another is a key indicator in how successful the ISAO is. Once all of the technologies are in place 597 

and running as designed, the success of the program will be determined by how engaged the 598 

ISAO membership is. The ISAO’s leadership and staff (if available) need to be constantly 599 

communicating with its members. This interaction will help keep the membership involved. This 600 

will also go to build and maintain trust between the ISAO and its members as well as among the 601 

members.   602 

  603 
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Appendix A. Survey Example  
  
Survey Example 1  
The information from this survey will be used to improve future events.   

  
1) Overall, how satisfied are you with the ISAO:  

  
   Excellent    Very Good      Good     Fair      Poor  

  
2) How useful did you find the information from the ISAO:  

Home:    Excellent   Very Good    Good    Fair    Poor Work:    Excellent   Very Good    Good    Fair    

Poor  
3) Rate the overall service of the ISAO:  

  

   1      2      3      4      5  

  
4) How actionable is the information from the ISAO:  

  
   Extremely Good   Very     Good     Poor      Extremely Poor  

  
5) Is the information disseminated in a timely:  

  

   Yes   No      

  
6) Are you representing a Business    or     Individual  

  
a. If business, what industry:    Finance    Education    IT   Manufacturing  

     Government      Health     Other: _______________  
b. Size of company     Small (50 or less)    Medium (51 to 249)      Large  

(250+)  

  
 7)  Which method do you prefer to receive information?  
   Twitter        Friend      Website: ________________  
      Facebook      LinkedIn      Other:  _________________  

  
How would you rate the different methods?  
Twitter     Excellent      Very Good      Good     Fair      Poor  

    

Email      Excellent      Very Good      Good     Fair      Poor  
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Automated    Excellent      Very Good      Good     Fair      Poor  

    
Web Alerts    Excellent      Very Good      Good     Fair      Poor  

  
Interested in signing up for Cybersecurity News & Alerts?     Comments or Suggestions?  
Leave your contact information below.         _______________________________________  
Name:______________________________        _______________________________________  
Email:______________________________        _______________________________________  
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Appendix B. Example System and Method for Collection and 

Analysis  
The system and method for collection and Analysis below is just one potential model 

illustrating processes. 

Figure B-1. System and Method for Collection and Analysis  

 
(United States Patent No. US 2002/0038430 A1, 2002) 
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Appendix C. Standardized Formats  
  

Table C-1. List of Standardized Formats   

Format  Description  

CAPEC   The objective of the Common Attack Pattern Enumeration and  

Classification (CAPEC™) effort is to provide a publicly available catalog of common attack 

patterns classified in an intuitive manner, along with a comprehensive schema for 

describing related attacks and sharing information about them 

(https://capec.mitre.org/about/index.html).  

CybOX   Cyber Observable eXpression (CybOX™) is a standardized language for encoding and 

communicating high-fidelity information about cyber observables 

(http://cyboxproject.github.io/about/).  

IODEF  

(RFC5070)   

The Incident Object Description Exchange Format (IODEF) defines a data representation 

that provides a framework for sharing information commonly exchanged by Computer 

Security Incident Response Teams about computer security incidents 

(http://cyboxproject.github.io/about/).  

IDMEF  

(RFC4765)   

Experimental. The purpose of the Intrusion Detection Message Exchange Format 

(IDMEF) is to define data formats and exchange procedures for sharing information of 

interest to intrusion detection and response systems and to the management systems that 

may need to interact with them (https://tools.ietf.org/html/rfc4765).   

MAEC   Malware Attribute Enumeration and Characterization (MAEC™)  

(pronounced “mike”) is a community-developed structured language for encoding and 

communicating high-fidelity information about malware based upon attributes such as 

behaviors, artifacts, and attack patterns (http://maecproject.github.io/about-maec/).  

STIX   Structured Threat Information Expression (STIX™) is a structured language for describing 

cyber-threat information so it can be shared, stored, and analyzed in a consistent manner 

(http://stixproject.github.io/about/).  

TAXII   Trusted Automated eXchange of Indicator Information (TAXII™) is a free and open 

transport mechanism that standardizes the automated exchange of cyber-threat 

information (http://taxiiproject.github.io/about/).  

http://maecproject.github.io/releases/4.1
http://maecproject.github.io/releases/4.1
http://stixproject.github.io/releases/1.2/
http://stixproject.github.io/releases/1.2/
https://oasis-open.github.io/cti-documentation/
https://oasis-open.github.io/cti-documentation/
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VERIS   The Vocabulary for Event Recording and Incident Sharing (VERIS) is a set of metrics 

designed to provide a common language for describing security incidents in a structured 

and repeatable manner. VERIS is a response to one of the most critical and persistent 

challenges in the security industry—a lack of quality information 

(http://veriscommunity.net/index.html).   

  

 


