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What is ECS?
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▪ ECS is a voluntary information sharing program that uses intrusion detection and prevention 

capabilities to help U.S.-based private sector companies and state, local, tribal, and 

territorial (SLTT) governments protect their computer systems against unauthorized 

access, exploitation, and data exfiltration.

▪ ECS shares sensitive and classified government-vetted cyber threat information, in the 

form of indicators, with accredited Commercial Service Providers (CSPs).

▪ Accredited CSPs (AT&T, CenturyLink, and Verizon) are approved to offer ECS services. 

• CSPs receive indicators from the Government and use those indicators to protect 

customers.

• ECS CSP customers do not receive threat indicators from the CSPs. 

• Customers are responsible for establishing contracts for ECS with qualified CSPs.  

• The Government is not involved in commercial discussions or agreements between 

customers and the CSPs.

About ECS
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Why should my 

organization use ECS?
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1. ECS is the FASTEST way to protect your organization using government information.

• As soon as a threat is know to DHS, it is deployed through ECS—and immediately blocks that threat from 

infecting networks.

2. ECS is the ONLY intrusion prevention system (IPS) on the commercial market that uses 

SENSITIVE and CLASSIFIED information to protect networks.

• Your organization may be able to learn about classified threats through various briefings or because 

you/your organization has clearances, but ECS is the only way you can practically utilize that information to 

immediately protect your networks.

3. ECS is LESS EXPENSIVE than building your own classified IPS.

• Building your own IPS requires procuring equipment, installing perimeter devices, hiring staff and analysts, 

conducting system maintenance, etc. With ECS you get the benefits of all that “stuff” without having to buy 

it/build it/manage it. Your organization also gets the security expertise of large security companies who 

operate NOCs and SOCs and are able to manage many alerts and conduct necessary follow-up analysis 

and remediation activities. Finally, you get the protections associated with sensitive/classified NCCIC-

sourced intelligence.

4. If you are a state or local government group, ECS is potentially FREE to you.

• SLTT groups are eligible to apply for FEMA Homeland Security Grant Program funds (through their 

respective state grant administrative agencies), in order to pay for ECS. 

Benefits of ECS
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How does ECS work?
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What are some examples 

of ECS in action?
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▪ ECS was able to detect and block specific malicious DNS activity using classified 

indicators sourced by the NCCIC. ECS program staff then worked to downgrade the 

indicators through the DHS RFI process so that the affected company could investigate 

any remediation needs.

• Although the activity associated with the threat itself was instantly blocked, further 

mitigation oftentimes reveals additional related malware. And in this case, by 

working with their CSP, the affected company was indeed able to discover 

additional malware requiring mitigation. Without ECS, the company may never 

have discovered the other malware.

▪ A user was searching for content in a social media site and clicked on an ad which re-

directed to a malicious site—which ECS immediately blocked. 

▪ A user visited a website that had an infected Portable Network Graphics (PNG) file on 

it. The connection attempts to load the PNG were blocked by ECS and were consistent 

with the Tactics, Techniques, and Procedures (TTPs) detailed in the source report for 

the ECS indicator.

ECS Sample Activity
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▪ An ECS CSP observed an extreme rate of ECS activity associated with one of its 

customers. Upon further analysis of the customer’s network traffic, the CSP discovered 

another threat: a ransomware botnet linked to a known threat actor. 

• While the activity associated with the ECS indicators in this scenario was 

immediately blocked, the newly discovered threat could have potentially continued 

unnoticed had ECS not helped bring attention to it.

• Once the CSP’s analysts identified the suspicious traffic, they immediately notified 

the affected customer, who authorized remediation activities. The CSP was 

ultimately able to safeguard the affected customer against the impact of this 

ransomware attack, and to ensure its other customers were similarly protected.

▪ Some of you may remember the WannaCry and Petya ransomware bugs from back in 

May 2017. Once the threat was known to DHS, ECS worked with our analysts at 

NCCIC to develop WannaCry indicators and to deploy them quickly to our CSPs, who 

could then protect their customers from those attacks.

ECS Sample Activity (cont.)
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What services does ECS 

offer through its CSPs?
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ECS Services

▪ ECS offers three services:  

• Domain Name System (DNS) Sinkholing

• E-mail Filtering

• Netflow Analysis

▪ DHS continues to consider additional services that can take advantage of 

Government Furnished Information. 

▪ Services are offered to subscribing customers as stand‐alone services, 

meaning an ECS CSP does not need to serve as the customer’s Internet 

Service Provider (ISP).
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Who can subscribe 

to ECS through a CSP?
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ECS Eligibility

▪ All U.S.-based organizations are eligible to enroll in ECS through a CSP, 

including:

• Critical infrastructure groups/owners and operators 

• State, local, tribal, and territorial government organizations

• Private sector companies

• Nonprofit organizations

• Academia

• Information Sharing and Analysis Centers (ISACs) 

• Information Sharing and Analysis Organizations (ISAOs)

• Industrial Control System owners and operators

• Small and Medium-Sized Businesses

• Fusion Centers
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Does ECS protect 

customer privacy?
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ECS Privacy and Civil Liberties

▪ DHS is strongly committed to preserving privacy and civil liberties 

rights and protections.

▪ The U.S. Government does not monitor or collect private 

communications via ECS, either directly or by proxy. 

• ECS Privacy Impact Assessments (PIAs) are available on the DHS 

website.

• DHS uses the Fair Information Practice Principles (FIPPs) to assess the 

impacts on an individual’s privacy.

• DHS Office for Civil Rights and Civil Liberties works with the ECS 

Program Office to ensure privacy rights and civil liberties protections are 

preserved.

• Visit www.dhs.gov/privacy to learn more.

http://www.dhs.gov/privacy


www.dhs.gov/ecs

Are resources available to 

help my organization

purchase ECS?
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ECS Resources

▪ FEMA’s Homeland Security Grant Program (HSGP) offers grant assistance to 

state and local government organizations to help them build core capabilities, 

including cybersecurity capacities, that help protect the Nation. 

▪ Organizations that may apply for HSGP include:
• State governments

• Local governments
o Selected high-threat, high-density Urban Area governments (e.g. National Capital Region, 

Atlanta area, Chicago area, San Diego area, et al.) are eligible for special set-aside grants.

▪ Eligible organizations MUST apply for funds through their respective State 

Administrative Agencies.

▪ Our ECS CSPs are aware of HSGP, and may be able to help eligible groups with 

the application process.

▪ For in-depth HSGP information, please visit: https://www.fema.gov/homeland-

security-grant-program

https://www.fema.gov/homeland-security-grant-program
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How can my organization 

enroll in ECS?
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ECS Enrollment

▪ If your organization is interested in ECS, please contact the ECS CSPs 

directly for more information or to discuss service-level options and 

agreements:

• AT&T (ecs-pmo@list.att.com) 

• CenturyLink (ecs@centurylink.com)

• Verizon (vz-ecs@one.verizon.com) 

mailto:ecs-pmo@list.att.com
mailto:ecs@centurylink.com
mailto:vz-ecs@one.verizon.com
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ECS Contact Information

General program information:

• www.dhs.gov/ecs

• ECS_Program@hq.dhs.gov

CSP Contacts:

• AT&T (ecs-pmo@list.att.com) 

• CenturyLink (ecs@centurylink.com)

• Verizon (vz-ecs@one.verizon.com) 

Additional Resources:

• Privacy and Civil Liberties - www.dhs.gov/privacy

• FEMA Homeland Security Grant Program -

https://www.fema.gov/homeland-security-grant-

program

http://www.dhs.gov/ecs
mailto:ECS_Program@hq.dhs.gov
mailto:ecs-pmo@list.att.com
mailto:ecs@centurylink.com
mailto:vz-ecs@one.verizon.com
http://www.dhs.gov/privacy
https://www.fema.gov/homeland-security-grant-program

