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1 PREFACE 4 

Broadening participation in voluntary information sharing is an important goal, 5 

the success of which will fuel the creation of an increasing number of Infor-6 

mation Sharing and Analysis Organizations (ISAOs) across a wide range of cor-7 

porate, institutional and governmental sectors. While information sharing had 8 

been occurring for many years, the Cybersecurity Act of 2015 (Pub. L. No. 114-9 

113) (CISA) was intended to encourage participation by even more entities by 10 

adding certain express liability protections that apply in several certain circum-11 

stances.  As such proliferation continues, it likely will be organizational general 12 

counsel who will be called upon to recommend to their superiors whether to par-13 

ticipate in such an effort. 14 

With the growth of the ISAO movement, it is possible that joint private/public in-15 

formation exchange as contemplated under CISA will result in expanded liability 16 

protection and government policy that favors cooperation over an enforcement 17 

mentality.   18 

To aid in that decision making, we have set forth a compilation of frequently 19 

asked questions and related guidance that might shed light on evaluating the po-20 

tential risks and rewards of information sharing and the development of policies 21 

and procedures to succeed in it.  We do not pretend that the listing of either is ex-22 

haustive, and nothing contained therein should be considered to contain legal 23 

advice. That is the ultimate prerogative of the in-house and outside counsel of 24 

each organization.  And while this memorandum is targeted at general counsels, 25 

we hope that it also might be useful to others who contribute to decisions about 26 

cyber-threat information sharing and participation in ISAOs. 27 

2 FREQUENTLY ASKED QUESTIONS: 28 

2.1 WHAT BENEFIT CAN INFORMATION SHARING ABOUT 29 

CYBER-THREAT VECTORS, HACKING EFFORTS, 30 

COMPANY RESPONSE PLANS AND OUTCOMES 31 

PRODUCE FOR MY ORGANIZATION? 32 

 33 

• Effectively done, sharing can provide information, otherwise unavailable to 34 

a given entity, that might prevent or at least identify compromises, reveal 35 

vulnerabilities—potentially prior to exploitation, and help identify victims 36 

for notification purposes where information reveals compromised customer 37 
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IP addresses, and promote useful system modifications, threat reduction and 38 

cost savings. 39 

 40 

• It also can be a material contribution to protecting the nation’s critical infra-41 

structure. 42 

 43 

• It also should be noted that most of the value of sharing can be accomplished 44 

without the inclusion of personal information (PII) removing many of the 45 

concerns organizations may have with sharing information.   46 

 47 

2.2 WHAT GENERAL RISKS WILL INFORMATION SHARING 48 

PRESENT AND HOW CAN THEY BE BEST ANTICIPATED 49 

AND AVOIDED IF MY ORGANIZATION PARTICIPATES? 50 

 51 

• While there always is some possibility of an increase in risk when an organi-52 

zation no longer has direct control over a piece of sensitive information that 53 

has been shared outside its walls, that quantum of risk should be weighed 54 

against the benefits that sharing can provide to your organization especially 55 

when you have taken steps to mitigate compromise.  Operating in a trusted 56 

environment, maximizing automated sharing where possible, and providing 57 

coordinated privacy and security training to reduce the possibility of human 58 

error are all mitigating factors counsels should carefully consider in conjunc-59 

tion with sharing efforts.   60 

 61 

• To the extent that counsel is concerned with potential reputation risk in the 62 

context of sharing, note that ISAO protocols generally allow information 63 

providers to affect or control the extent of distribution, identification, etc. 64 

Some also provide tiers based upon levels of trust that can limit sharing 65 

based upon knowledge and experience with recipients. 66 

 67 

• General or outside counsels should analyze any existing insurance policies to 68 

determine any positive or negative effect on coverage and whether risk shar-69 

ing might be considered useful in, or otherwise affect, policy underwriting.  70 
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Organizations must answer whether entering a sharing arrangement may 71 

mitigate existing risks, or present new risks. 72 

  73 

2.3 IF WE PARTICIPATE, WHAT ARE THE ADVANTAGES OF 74 

SHARING WITH OTHER NON-GOVERNMENTAL ENTITIES 75 

(INCLUDING WITH AN ISAO), OR WITH THE 76 

GOVERNMENT? 77 

 78 

• The answer to this question is situational.  Broader sharing could increase 79 

the benefits to your organization because of the advantages that multiple 80 

sources of information, defense mechanisms, etc., provide.  Sharing with an 81 

ISAO also might help your organization leverage resources, such as threat 82 

analytics, to which you are unable to dedicate resources on you own.   On 83 

February 13 2015, Executive Order 13691, Promoting Private Sector Cyberse-84 

curity Information Sharing was signed.  EO 13691 encourages the develop-85 

ment of ISAOs to serve as focal points for cybersecurity collaboration within 86 

the private sector and between the private sector and government. ISAOs 87 

provide a central resource for gathering information on cyber threats to criti-88 

cal infrastructure and two-way sharing of cyber threat information between 89 

the private and public sector.  90 

• If CISA’s pre-requisites are met, CISA’s liability protections apply both to 91 

cyber threat information exchanges between private sector entities including 92 

ISAOs and the government and to cyber threat information exchanges be-93 

tween private sector entities alone.   94 

 95 

2.4 WHAT POLICIES AND PROCEDURES SHOULD MY 96 

ORGANIZATION HAVE IN PLACE TO COMPLY WITH THE 97 

CYBERSECURITY INFORMATION SHARING ACT OF 2015 98 

(“CISA”)? 99 

 100 

• Compliance with CISA is a legal matter that should be carefully analyzed by 101 

organization counsel.  CISA contains various protections designed to encour-102 

age entities voluntarily to share “cyber threat indicators” and “defensive 103 

measures” with the federal government, state and local governments, and 104 
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other private entities. Protections include exemption from liability as to shar-105 

ing, non-waiver of privilege, and protections from FOIA disclosure.  CISA 106 

also contemplates redaction of certain information (e.g. personally identifia-107 

ble information or PII) that is not directly related to a cybersecurity threat 108 

that the entity knows at the time of sharing that identifies specific individu-109 

als or information personal to them. If intending to share under CISA, organ-110 

izational counsels should analyze and make a legal determination about 111 

their own information handling policies and procedures to ensure they con-112 

template and appropriately handle such identifying information prior to 113 

sharing under CISA.1 114 

 115 

• Similarly, a counsel contemplating sharing within an ISAO should consider 116 

whether their organization’s current information policies and procedures   117 

might affect or restrict sharing.  118 

 119 

• It is incumbent upon an entity and their counsel to review the policies and 120 

processes of an ISAO prior to beginning an information sharing program. 121 

 122 

2.5 DOES CISA PROVIDE COMPLETE LIABILITY 123 

PROTECTION FOR INFORMATION SHARED THROUGH 124 

AN ISAO? 125 

 126 

• The liability protections provided for in CISA for sharing in accordance with 127 

the Act are complex and require an independent judgment of organizational 128 

(and/or outside) counsel.  In evaluating liability risk and protections for shar-129 

ing through an ISAO, counsel should consider the following: 130 

 131 

o CISA authorizes non-federal entities to monitor their networks and to 132 

share certain types of information-- – i.e., cyber threat indicators and de-133 

fensive measures – both with other non-federal entities and the federal 134 

government.  It also contains specific liability protection for monitoring 135 

                                            
1 1 For specific guidance on the legal requirements under CISA, please refer to the Cyberse-

curity Information 

Sharing Act of 2015 (CISA) Final Guidance Documents published by the Departments of Jus-
tice and Department of Homeland Security at https://www.gpo.gov/fdsys/pkg/FR-2016-06-
15/pdf/2016-13742.pdf  and https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_En-
tity_Sharing_Guidance_%28Sec%20105%28a%29%29.pdf . 

https://www.gpo.gov/fdsys/pkg/FR-2016-06-15/pdf/2016-13742.pdf
https://www.gpo.gov/fdsys/pkg/FR-2016-06-15/pdf/2016-13742.pdf
https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_Entity_Sharing_Guidance_%28Sec%20105%28a%29%29.pdf
https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_Entity_Sharing_Guidance_%28Sec%20105%28a%29%29.pdf
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and sharing undertaken in accordance with the Act, which includes par-136 

ticularities about how the information must be shared when sharing with 137 

the government, and what types of privacy and security reviews must oc-138 

cur. 139 

 140 

o CISA also contemplates sharing information for a “cybersecurity pur-141 

pose,” as defined in the statute.   Counsel should consider the various con-142 

texts in which information might be shared, e.g., sharing threat indicators, 143 

response to threats or breaches, and joint readiness exercises, and the po-144 

tential risks associated with each. 145 

 146 

o  Moreover, as a matter of policy, the Federal government has stated that it 147 

will not turn over reported CISA information to enforcement agencies, 148 

and reported information is not made public.   149 

o CISA also addresses the inadvertent disclosure of personally identifiable 150 

information. In any event, counsel must be attentive to have in place 151 

measures to protect confidential information that is to be shared. 152 

 153 

o That said, protections and regulatory limitations in CISA apply to actions 154 

taken under and in accordance with the Act.  There currently is no federal 155 

law that can insulate an entity from federal enforcement authorities like 156 

the FTC or Office of Civil Rights of the Department of Health & Human 157 

Services, from State authorities, or from private litigation, in the case of 158 

data breaches of sufficient magnitude that they must be publicly reported. 159 

 160 

• Whether and in what circumstances an organization may be able to apply for 161 

legal liability relief under the antiterrorism law, SAFETY Act.  The SAFETY 162 

Act provides legal liability protections for providers of anti-terrorism prod-163 

ucts or services.  For more information please consult: https://www.safe-164 

tyact.gov/ 165 

 166 

2.6 WHAT PRIVACY AND SECURITY POLICIES SHOULD MY 167 

ORGANIZATION HAVE IN PLACE BEFORE IT BEGINS TO 168 

SHARE INFORMATION WITH AN ISAO? 169 

 170 
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• To avail oneself of liability protection provided in CISA, sharing must take 171 

place in accordance with the Act’s specific provisions.  Legal reviews prior to 172 

sharing should consider whether an organization has processes in place to 173 

ensure certain personally identifying information (“PII”) is reviewed for its 174 

relevance to the cybersecurity threat, and removed prior to sharing if neces-175 

sary.  This is especially true for PHI (Protected Health Information) covered 176 

by HIPAA, which has requirements beyond CISA’s. HIPAA also offers cer-177 

tain additional protections if data are encrypted.   Note that most of the 178 

value of sharing can be achieved without including PII. Again, the interpre-179 

tation of whether an organization’s activities are undertaken “in accordance 180 

with the Act” is a legal question for consideration and judgment by organi-181 

zational counsel. 182 

 183 

• In a more general sense, every organization participating in an ISAO should 184 

have a strong cyber security risk management program based on an assess-185 

ment of its areas of risk and the advice of its counsel. On January 10, 2017, 186 

the National Institute of Standards and Technology (“NIST”) released for 187 

comment draft revisions to its landmark voluntary framework of cybersecu-188 

rity standards. If adopted in current or revised form, the NIST standards 189 

would at least be useful points of reference for ISAOs, as are various stand-190 

ards issued by state governments, professional organizations, and the multi-191 

tude of providers of legal, consulting and insurance services that have 192 

published about standards 193 

 194 

2.7 IF MY ORGANIZATION CHOOSES TO PARTICIPATE IN 195 

CYBER THREAT INFORMATION SHARING, SHOULD THE 196 

EXCHANGE OF INFORMATION BE DONE THROUGH AN 197 

AUTOMATED ELECTRONIC SYSTEM OR BY PERSONAL 198 

CONTACT (OR BOTH)? 199 

 200 

• While automated means of sharing might have distinct advantages in synthe-201 

sizing data, assuring speed in the process and enhancing privacy and secu-202 

rity, the analytic value of human input should not be short-changed in areas 203 

like seeking innovation on prevention and solution of cyber issues, presenting 204 

a united front in dealing with counterparts and in dealing effectively with 205 



 ISAO SP-8000 FAQs for ISAO General Counsels 

8 

agencies of government. Thus, counsel should consider the relative merits of 206 

each approach. 207 

 208 

• The DHS Office of Cybersecurity and Communications, National Cybersecu-209 

rity and Communications Integration Center, and US-CERT are leading ef-210 

forts to automate and structure operational cybersecurity information sharing 211 

techniques across the globe. Several community-driven technical specifica-212 

tions that are free for public use have been designed to enable automated in-213 

formation sharing for cybersecurity situational awareness, real-time network 214 

defense and sophisticated threat analysis.  These include:   215 

o TAXII™, the Trusted Automated eXchange of Indicator Information; 216 

o STIX™, the Structured Threat Information eXpression; and 217 

o CybOX™, the Cyber Observable eXpression. 218 

 219 

2.8 ARE ALL ISAOS THE SAME? 220 

 221 

There is an ever-increasing number of ISAOs and they are not all the same. You 222 

should think about how any given ISAO has provided value in its sector, how it 223 

has exercised control over the information that is shared within it and the ability 224 

of a given member to influence both ISAO policy and dissemination of infor-225 

mation within the organization. 226 


