Information Sharing and Analysis Organization (ISAO)
Standards Organization

Online Public Meeting
21 JULY 2016

A secure and resilient Nation — connected, informed and empowered.
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 Why Are We Here?

« Standards Working Group Model

e Initial Deliverables

e Timeline

* Upcoming Open Forum

« Standards Working Group Participation
e Questions & Answers



Why Are We Here?
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“The cyber threat is one of the most serious economic and national
security challenges we face as a Nation.”

President Barack Obama, March 2010

Mission: Improve the Nation’s cybersecurity posture by identifying
standards and guidelines for robust and effective information
sharing and analysis related to cybersecurity risks/incidents and
cybersecurity best practices.

Vision: A more secure and resilient Nation that is connected,
iInformed and empowered.



Standards Working Group Model
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Initial Deliverables
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ISAO 100-1, Guidelines for Establishing an ISAO:

* What needs to be considered by a newly forming ISAO?

* What are the first steps?

e What capabilities might an ISAO provide?

e What types of information will be shared and what are some mechanisms
for doing so?

* What security and privacy is needed for a newly forming ISAO?

e What support processes will be available?

ISAO 600-1, U.S. Government Relations, Programs, and Services:
* What govt programs and services are available to assist ISAOs?

Initial SWG Drafts Posted May 3™
Additional Content in Draft Consolidated Documents



Meeting the Urgent Need
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4" Public In-Person Meeting
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Fourth Open Public Forum
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* Aug 31 —Sep 1 at LMI Headquarters in Tysons, VA

* Agenda
e Aug 315t (By invitation except *) S
* |SAO SO Leadership Meeting ! mmf-i' i
* SWG Meetings T
e |SAO Breakout LR | |
* Networking Event* T 1
|
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e Sep 1
e Public Forum

* National Ecosystem Perspectives
ISAO Definition and Certification
ISAO Services and Capabilities u@
ISAO Creation and Support | i
e Public Discussion of Draft Guidelines
* SWG Breakouts

* Register at www.ISAO.org 8



Next Steps

 Foster Information Sharing and Analysis
e Broader Public Outreach

* ISAO Support Services

e Resource Library

e Assessment / Metrics

e Review Schedule

* Ecosystem Development and Support



Standards Working Group Participation
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» 150+ experts from various industry sectors,
government, and academia already participating in
Standards Working Groups

 For those who'd like to join:

e The Standards Working Group Application Form can
be found at the ISAO web page
(https://www.isao.org/standards-working-groups )

Email completed form to Contact@isao.org
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https://www.isao.org/standards-working-groups

Questions and Answers
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Please use the Question and Answers box in your GoToWebinar
Control Panel to submit questions to the ISAO SO.

Thanks for joining our online meeting today!
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